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Abstract 

Cloud computing promises to provide great advantages and many analysts expect a significant growth 

of the cloud services market. In a similar manner the forthcoming European regulation on electronic 

identification and trusted services for electronic transactions in the internal market [eIDAS-EP] is ex-

pected to ease electronic identification, authentication and signatures (eIDAS) in Europe. The present 

contribution discusses whether and how the two approaches can be combined in order to provide ser-

vices for electronic identification and authentication of entities, the creation, verification, validation 

and preservation of electronic signatures and the registered delivery of documents in an efficient 

manner using cloud computing techniques. 

1 Introduction 
Cloud computing is deemed to save costs, boost efficiency, improve user-friendliness as well 
as security and accelerate innovation [TC-Europe]. Furthermore the market for cloud services 
is expected to grow significantly [MaM14]. In a similar manner the forthcoming European 
regulation on electronic identification and trusted services for electronic transactions in the in-
ternal market (eIDAS) is expected to boost user convenience, trust and confidence in the digi-
tal world (cf. [eIDAS-PR], [COM(2012)238]). Against this background it seems to be very 
rewarding to combine the two approaches and use trusted cloud computing techniques to pro-
vide services addressed by the forthcoming eIDAS-regulation. The present contribution dis-
cusses whether and how the different services addressed by the proposed regulation, which 
has recently been adopted by the European Parliament [eIDAS-EP], can be provided in a se-
cure and trustworthy manner as cloud service. 

The rest of the paper is structured as follows: Section 2 contains the necessary background on 

the eIDAS-regulation and trustworthy cloud computing. Section 3 focusses on the different 

service addressed by the proposed regulation and in particular discusses whether and how 

electronic identification and authentication, electronic signatures and registered delivery can 

be provided as trustworthy cloud service. Based on related work from respective research pro-

jects Section 2 will introduce a reference architecture and discuss the cloud-based provision of 

trust services regulated in [eIDAS-EP].  Section 4 will finally summarize the main results and 

draw conclusions. 

2 Background 

This section carries together the necessary background information with respect to the eIDAS 

regulation and trustworthy cloud computing.  
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2.1 eIDAS in a Nutshell 

The eIDAS-regulation [eIDAS-EP] (cf. Article 1), “lays down conditions under which Mem-

ber States shall recognise electronic identification means of natural and legal persons falling 

under a notified electronic identification scheme of another Member State, lays down rules for 

trust services, in particular for electronic transactions and establishes a legal framework for 

electronic signatures, electronic seals, electronic time stamps, electronic documents, electronic 

registered delivery services and certificates services for website authentication.” Hence this 

regulation is meant to complement and replace the European Signature Directive 

[1999/93/EC], which is repealed with effect from July 1
st
, 2016 (cf. Article 48), and covers 

besides general aspects (cf. Article 1-5, 13-24 and 44-50) in particular 

 electronic identification (Article 6-12),  

 electronic signature (Article 25-33),  

 electronic seals (Article 34-38), 

 electronic time stamps (Article 39-40), 

 electronic registered delivery (Article 41-42) and 

 website authentication (Article 43). 

2.1.1 Electronic identification 

The main accomplishment of the eIDAS regulation with respect to electronic identification 

(eID) is the mutual recognition (cf. Article 6) of electronic identification means for cross-

border access to public sector services under certain conditions, which in particular require 

that Member States notify their eID schemes according to Article 9 and ensure the availability 

of authentication services, which shall be provided free of charge for cross-border public sec-

tor services (cf. Article 7, f)). For this purpose Article 8 defines the assurance levels “low”, 

“substantial” and “high”, which roughly correspond to the Level of Assurance (LoA) 2, 3 and  

4 defined in [ISO29115] and similar levels defined in [STORK-D2.3] or [NIST-800-63-2] 

respectively. As stipulated in Article 11 the notifying Member State shall be liable for damag-

es due to incorrectly issued eID means or failures within the authentication services (cf. Arti-

cle 7, d) and f)). 

2.1.2 Electronic signature  

Article 24 Nr. 1 states that if a qualified certificate is issued for a trust service1, it needs to ver-

ify the identity of the subsequent certificate holder  “by appropriate means and in accordance 

with national law”. Furthermore paragraph b) clarifies that this may happen “remotely, using 

electronic identification means, for which prior to the issuance of the qualified certificate, a 

physical presence of the natural person or of an authorised representative of the legal person 

was ensured and which meets the requirements set out according to Article 8 with regard to 

the assurance levels 'substantial' or 'high' ”.  

The Articles 25-33 roughly contain similar stipulations with respect to electronic signatures as 

[1999/93/EC], where the noteworthy passages comprise the following: According to Article 

                                                 
1
 Note that [eIDAS-EP] does not seem to regulate in detail how the identity of a certificate holder needs to be 

verified if the qualified certificate is not issued to a trust service. The only pertinent regulation seems to be that a 

qualified certificate for electronic signatures “shall contain […] at least the name of the signatory, or a pseudo-

nym” (cf. Annex 1, paragraph c).   
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26 par. 5 the Commission shall adopt implementing acts defining reference formats of ad-

vanced electronic signatures and one may expect that the corresponding {C,X,P}AdES and 

ASiC Baseline Profiles will be referenced in a similar manner as in [2014/148/EU]. As stipu-

lated in Article 30 the Commission shall establish, publish and maintain a list of certified 

qualified electronic signature creation devices, which may contain similar information as the 

“Directory of Signature Creation Devices”  http://opensignature.org/devices/ maintained by 

the Open Signature Initiative. Articles 32 and 33 introduce “Qualified validation services for 

qualified electronic signatures” and “Qualified preservation services for qualified electronic 

signatures” respectively. 

2.1.3 Electronic seals  

Electronic seals as defined in Article 34-38 and Annex III are similar to electronic signatures 

with the difference that the creator of the seal is not a natural but a legal person.  

2.1.4 Electronic time stamps  

Unlike the existing signature directive [1999/93/EC] the eIDAS regulation [eIDAS-EP] ad-

dresses (qualified) electronic time stamps in Articles 39 and 40, whereas Article 39 Nr. 3 stip-

ulates that “a qualified electronic time stamp issued in one Member State shall be recognised 

as a qualified electronic time stamp in all Member States.” 

2.1.5 Electronic registered delivery  

Article 41-42 regulate electronic registered delivery services, which are provided by one or 

more qualified trust service providers, which must ensure the trustworthy identification of the 

sender and addressee and apply advanced electronic signatures and qualified electronic time 

stamps to protect the authenticity and integrity of the delivered data and corresponding 

metadata. 

2.1.6 Website authentication 

Article 43 and Annex IV regulate the issuance of qualified certificates for website authentica-

tion, which need to contain the name of the natural or legal person to whom the certificate is 

issued, elements of the address, including at least city and State, and for legal persons the reg-

istration number as stated in the official records, if applicable. 

2.2 Trusted Cloud Computing 

In order to evaluate the applicability of cloud computing technologies (cf. [NIST-800-145], 

[BYV+09]) for the provision of trust services one needs to pay special attention to security 

and trust-related aspects. A general treatment of security aspects in cloud computing environ-

ments can be found in [TJA10] and [SuKa11]. Recent research results from the “Trusted 

Cloud” research program supported by the German Federal Ministry of Economics and Ener-

gy can be found in [KRR14] and on the corresponding project websites, which are accessible 

via http://trusted-cloud.de. One of these projects is SkIDentity (http://SkIDentity.com) 

[HHK+14], which provided the foundation for the Reference Architecture for eIDAS as a 

Service presented in Section 3.1. 

http://opensignature.org/devices/
http://trusted-cloud.de/
http://skidentity.com/
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3 eIDAS as a Service – Fact or Fiction? 

This section discusses whether and how the different services addressed by [eIDAS-EP] can 

be provided as trustworthy cloud service. For this purpose we will first introduce a “Reference 

Architecture for eIDAS” and then discuss  

 eID as a Service 

 Electronic Time Stamps as a Service 

 Electronic Signature as a Service, which comprises 

o Certificate Management as a Service 

o Signature Creation as a Service 

o Signature Verification and Validation as a Service 

o Preservation of Evidence as a Service 

 Electronic Registered Delivery as a Service 

3.1 A Reference Architecture for eIDAS as a Service 

Based on existing reference architectures developed in pertinent research projects, such as 

SkIDentity (http://skidentity.de) [HHK+14] and FutureID (http://futureid.eu), and the previ-

ous discussion, Figure 1 introduces a reference architecture for the cloud-based provision of 

eIDAS-related services, which may facilitate the implementation and utilization of cloud ser-

vices for electronic identification, authentication and signatures. 

 

Figure 1: Reference Architecture for eIDAS as a Service 

This reference architecture comprises system components at the Client, within the eID-

Infrastructure and within the Trust Service (TS) Infrastructure.  

http://skidentity.de/
http://futureid.eu/
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3.1.1 System Components at the Client 

The system of the User (Client) comprises the User Agent (UA), which can be realized by an 

arbitrary browser, and an appropriate eCard-App (eCA) (cf. [HPS+12] and [WHP+13]), 

which enables the User to authenticate at an Authentication Service (AS) using some creden-

tial.  

3.1.2 System Components within the eID-Infrastructure 

In the eID-Infrastructure there are various Federation Services (FS) and a variety of Authenti-

cation Services (AS), which are connected via the Identity Broker (IdB). The Identity Broker 

acts as information intermediary and provides the different eID-Services in a bundled and re-

hashed way. This offers the possibility to use the different services and tokens (German eID 

card, other European citizen cards, electronic health cards, health professional cards, bank and 

signature cards, company ID tokens, etc.) with an easy and consistent interface for the secure 

authentication in cloud based applications. 

3.1.3 System Components within the TS-Infrastructure 

The TS-Infrastructure comprises the central Cloud Application (CA), a Cloud Connector 

(CC), which allows to communicate with an appropriate Federation Service (FS) in the eID-

Infrastructure using some federation protocol such as [SAML(v2.0)] or [RFC6749] for exam-

ple and various trust services, such as a Time Stamping Service (TSS), a Certificate Manage-

ment Service (CMS), a Registered Delivery Service (RDS), a Digital Preservation Service 

(DPS) and a Digital Signature Service (DSS) for example.  

3.2 eID as a Service 

The provisioning of electronic identification services within the eIDAS reference architecture 

depicted above is straightforward and typically comprises the following steps: 

1. UA  CA: The UA contacts the CA in order to access some service.  

2. CA  CC: The CA initiates the authentication procedure.  

3. CC  FS: The CC creates an AuthnRequest according to [SAML(v2.0)] for example, 

which is addressed to the FS.  

4. FS    IdB: The FS sends Authenticate according to [CEN15480-3] to the IdB. 

5. IdB   eCA: The IdB contacts the eCA in order to detect the available credentials and al-

low the User to choose the credential in case there are ambiguities. 

6. IdB  AS: The IdB calls the appropriate Authentication Service AS in order to retrieve the 

required set of attributes using calls specified in [CEN15480-3] or [STORK-D.5.8.1b]. 

7. AS  eCA: The AS performs the authentication of the User based on the available Cre-

dential.   

8. AS  IdB: The AS returns the authentication result to the IdB. 

9. IdB  FS: The IdB returns the authentication result to the FS. 

10. FS  CC: The FS has created a Response according to [SAML(v2.0)] for example, 

which contains the requested identity attributes.  
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11. CC   CA: The CC verifies the received Response and returns the received attributes to 

the CA.  

The identity attributes gathered in this process may be used in various use cases as explained 

below.   

3.3 Electronic Signature as a Service 

The eID-based authentication procedure sketched above may be used for various applications 

and in particular the trust service related use cases explained in the following.    

3.3.1 Certificate Management as a Service 

The protection of electronic transactions requires (qualified) certificates for natural and legal 

persons. Such certificates may be issued and managed by an appropriate Certificate Manage-

ment System (CMS), which is connected to the central Cloud Application. A qualified certifi-

cate, which needs to contain the name of the signatory or a pseudonym (cf. Annex 1, para-

graph c)) may be created by performing the steps (1) through (11) as sketched above followed 

by the creation (cf. steps (14) and (15)) and delivery (cf. step (22)) of the certificate. 

3.3.2 Signature Creation as a Service 

Depending on the technical capabilities of the available credential and the details of the ad-

vanced electronic signature one may either simply create local signatures at the client or use 

the Digital Signature Service (DSS) in steps (1) and (20) - (22). In the latter case one may ad-

ditionally use steps (2) through (11) in order to determine the identity of the User based on his 

credential, which may be usable for authentication though not able to create signatures, as it is 

the case for the German eID in its basic configuration. 

3.3.3 Signature Verification and Validation as a Service 

For the verification of signatures and the validation of certificates one may simply use the 

Digital Signature Service (DSS) in steps (1) and (20) - (22). 

3.3.4 Preservation of Evidence as a Service 

In a similar manner one may access a Digital Preservation Service (DPS) in steps (1), (18)-

(19) and (22)2 in order to submit and retrieve documents and obtain evidence records accord-

ing to [RFC4998]. 

3.4 Electronic Time Stamps as a Service 

Electronic time stamps may be obtained in steps (1), (12)-(13) and (22) using the Time Stamp 

Protocol according to [RFC3161] for example. 

3.5 Electronic Registered Delivery as a Service 

The provision of electronic registered delivery services may be based on existing specifica-

tions such as [ETSI102640] and/or a combination of the services mentioned above. While the 

trustworthy identification of the sender and the addressee may be performed with the eID-

                                                 
2
 The DPS may support the interfaces specified in [BSI TR-03125].  
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based authentication procedure sketched in Section 3.2, the transported data and meta data 

may be protected using the DSS and TSS mentioned above.  

4 Conclusion 

As discussed above the various trust services regulated in [eIDAS-EP] are very well suited to 

be provided and consumed in a service-oriented fashion. This opens up the opportunity for 

cost-efficient implementation using trusted cloud computing technologies as developed in the 

SkIDentity-project [HHK+14] for example. 
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